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I .  

REVIEW GUIDE FOR FEDERAL AGENCY 
ACCOUNTING SYSTEM DESIGNS: ADP 

INTRODUCTION 

This review guide is designed to be used by the GAO Financial 

Management ADP Staff in its evaluation of the ADP aspects of accounting 

systems submitted by executive agencies for approval by the Comptroller 

General. 

familiar with the ADP design and related documentation. All questions 

should be answered with a yes, no, or not applicable. References to 

the design documentation should be as specific as pos'sible (e.g., page, 

section, paragraph). 

plained. Where additional space is needed, additional pages, cross- 

referenced to the question, may be attached to the guide. On the basis 

of the completed guide, GAO will determine the approach to be used in 

the evaluation process. The preparation of this guide also provides a 

checklist for the agency in determining whether adequate documentation 

has been provided for a11 system processes. Although not a prerequisite 

for systems approval, GAO encourages the use of FIPS PUB 38 for documen- 

tation standards. 

This guide should be completed by agency personnel who are 

"NO" and "Not Applicable'' answers should be ex- 

Additional review guides have been developed for use in evaluating 

(1) statements of accounting principles and standards, (2) accounting 

aspects of an accounting system design, and (3)  payroll systems. 
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OBJECTIVES 

GAO's primary ADP objec t ives  are t o  evaluate  the adequacy of :  

--the network of i n t e r n a l  cont ro ls  designed i n t o  the  systemo 

--the aud i t  t ra i ls ,  

--the maintenance of i n t e g r i t y  of da t a  i n  t h e  f i l e s ,  and 

--the incorporat ion of the  accounting spec i f i ca t ions  i n  the  

ADP design. 
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DISCUSS I O N  

Evaluat ing i n t e r n a l  con t ro l s  involves iden t i fy ing  the  c r i t i c a l  

processing po in t s  where con t ro l s  are necessary and then determining and 

eva lua t ing  t h e  con t ro l s  t h a t  are planned f o r  these  points .  

t r a i l  i n  an accounting system provides the  a b i l i t y  t o  trace any trans- 

ac t ion  back t o  the  o r i g i n a l  source o r  forward t o  a f i n a l  t o t a l  and the  

a b i l i t y  t o  r econs t ruc t  t ransac t ions .  

t e g r i t y  of d a t a  i n  the  f i l e s  involves a study of the  environmental 

cont ro ls  f o r  s e c u r i t y  measures i n  t h e  d a t a  processing center .  I n  evalu- 

a t i n g  t h e  system, t h e r e  a r e  c e r t a i n  design aspec ts  involved which do no t  

relate d i r e c t l y  t o  the primary ob jec t ives  but  are e s s e n t i a l  to gain an 

understanding of t h e  system. 

The a u d i t  

Evaluat ing the  maintenance of in-  

The procedure followed by GAO i n  eva lua t ing  the  ADP design provis ions 

of accounting systems i s  f i r s t  t o  ob ta in  an o v e r a l l  understanding of the  

system and i t s  purposes and func t ions ,  Each process then i s  s tudied  in-  

d iv idua l ly  and i n  r e l a t i o n s h i p  t o  o t h e r  processes.  The eva lua t ion  includes 

an understanding of t h e  system log ic ;  however, a study of computer program 

log ic  usua l ly  i s  no t  necessary. 

review of the flow of d a t a  i n t o  and through the  system. I n  t h i s  way, t he  

loca t ion  and funct ions of con t ro l s  can be determined and evaluated and the  

aud i t  t ra i ls  can be iden t i f i ed .  

A p a r t  of the  eva lua t ion  i s  based on a 

Most f i n a n c i a l  systems i n t e r f a c e  with some o the r  system(s).  A few 

are in tegra ted  i n  the  sense t h a t  d a t a  records are shared with o ther  ap- 

p l i c a t i o n  areas and i n  some cases  a s i n g l e  input  w i l l  update f i n a n c i a l  

as w e l l  as nonfinancial  records i n  a common d a t a  base ( f i l e ) .  I n  the 
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instance of interface, the system design documentation should cover pro- 

cessing of the data from the point of exit from the interfacing system 

to the point of entry into the financial system or from the point of 

exit from the financial system to the point of entry to the interfacing 

system, as applicable. 

controls, etc., of the system that is either providing or receiving the 

data. 

It is not necessary to describe the internal 

Integrated systems are a different matter, 

audit trails in another application system (supply, personnel, etc.) or 

a data management system that are used and relied upon to ensure accuracy 

and validity of accounting data must be included in the system design 

documentation package. This makes it necessary to include references 

to other application areas or the data management system documentation 

and copies of the appropriate directives as part of the system design 

documentation package. 

Internal controls and 

Beginning on page 18 is a discussion of internal controls and guide- 

lines. Beginning on page 16 is an Automated Functions Appendix to the 

Checklist, in the form of a questionnaire, Completion by knowledgeable 

agency personnel is necessary to assure the GAO staff's understanding 

of the system's functional scope, 
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1 .  

INTERNAL CONTROLS: GENERAL 

The centralization of data processing activities and the con- 

centration of data processing functions in ADP demand that increased 

emphasis be given in the review of internal controls to ascertain 

their effectiveness. The evaluation of internal controls must rest 

on a review of the system documentation to obtain knowledge of how 

the system is expected to operate. Furthermore, the evaluation should 

be based upon the effectiveness of the "system of controls," i.e., 

the location of specific controls within the system which will provide 

their most efficient utilization and in the most economical manner. 

Accordingly, efforts in this area should be to achieve a proper balance 

of system controls--one that equates the incremental cost of including 

certain controls with the risk of loss due to their omission. The 

adequacy of the network of  internal control in ADP is the key element 

to be depended upon in determining the reliance to be placed upon the 

accuracy of the system, The basic points of interest are: 

1. The consequences of an error (consideration should be 

given to each field in the input data). 

The points in the data processing at which an error may be 

introduced into the data. 

2. 

3 .  The adequacy of controls introduced for prevention, de- 

tection and correction of input errors. 

Controls can generally be classified into (1) those involving manual 

operations, (2) those involving computer operations, and ( 3 )  those which 
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a r e  b u i l t  i n t o  the equipment. They can be f u r t h e r  c l a s s i f i e d  i n t o  con t ro l s  

which p e r t a i n  t o  (1) ex te rna l  and o f f - l i n e  ac t iv i t ies ,  (2) input ,  (3) pro- 

cessing and s torage ,  and ( 4 )  output.  

The recommended approach f o r  use  i n  eva lua t ing  i n t e r n a l  c o n t r o l s  

involves s tudying t h e  flow of d a t a  t o  i d e n t i f y  t h e  c r i t i c a l  processing 

p o i n t s  where con t ro l s  are necessary and then t o  determine what con t ro l s  

are planned f o r  these  poin ts .  L is ted  below are some general  p r i n c i p l e s  

which should be considered i n  making the  review. 

1. Automated con t ro l s  should o r i g i n a t e  as c lose  t o  the  source 

of the  d a t a  as poss ib l e  and f e a s i b l e  and not  be dupl ica ted  

f u r t h e r  downstream i n  the  d a t a  flow. 

2. Necessary con t ro l s  should be planned f o r  and e s t ab l i shed  

during the  design phase of t he  ADP system. Note a l s o  t h a t  

only those con t ro l s  which s a t i s f y  a need should be included. 

3 .  Controls  should be automated whenever it i s  f e a s i b l e  and 

they should be simple and easy t o  maintain t o  preclude d i s -  

rup t ion  of the  work flow. 

4. A desc r ip t ion  of ADP con t ro l  opera t ions  should be documented 

and assembled f o r  re ference  and t r a i n i n g  purposes. 

0 INTERNAL CONTROLS : GUIDELINES 
-_I_ 

Externa l  and Off-Line Activities 

1. Funct ional  r e s p o n s i b i l i t i e s  should be separated t o  provide for a 

separa t ion  between the  d u t i e s  of  systems a n a l y s t s ,  programmers, and 

computer opera tors .  
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2. Source Documents 

a, Time frames should be established for the processing of source 

documents from point of receipt to the input preparation opera- 

tion. 

b. A transmittal document should be used to control the flow of 

documents from the originating source to the input preparation 

operation. 

c. Processing delays should be identified for management review 

and correction. 

d. A quality review of source documents should be provided for, 

especially when the documents will affect the files. 

e. Retention time periods for original source documents, unless 

specified by law or regulation, should allow sufficient time 

for the detection and correction of errors. Filing methods 

during this time period should provide f o r  easy accessibility 

for research purposes. 

f. A suspense system should be established to control the document 

flow from the point of receipt until they are input. Uncleared 

suspense documents should be thoroughly researched and proce- 

dures should be established to provide for the disposition of 

uncleared suspense documents. 

g. Authority to initiate source documents must be limited. 

h, A number must be assigned each document for identification 

purposes. 
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3 .  When d a t a  t ransmission is  used, con t ro l s  must be e s t ab l i shed  t o  as- 

su re  t h a t  t ransmission i s  c o r r e c t  and no messages are l o s t .  Some 

common types of con t ro l s  include message counts,  cha rac t e r  counts ,  

and dual  transmission. 

- Input 

1. Independent con t ro l  must be e s t ab l i shed  over d a t a  submitted for pro- 

cess ing  (through the  use of batch t o t a l s ,  document counts ,  pre- 

determined con t ro l  and hash t o t a l s ,  s equen t i a l  numbering, e t c . )  t o  

d e t e c t  loss or nonprocessing. 

2. Controls  over input  preparat ion.  

a. When p r a c t i c a l ,  keypunch documents should be mechanically veri- 

f i e d ;  a l t e r n a t i v e l y  they should be v i s u a l l y  v e r i f i e d .  

b. No f u r t h e r  processing of source documents should be permit ted 

following the  input  prepara t ion  operat ion,  

c. Procedures should be e s t ab l i shed  f o r  t h e  r e t u r n  t o  t he  o r i g i -  

na t ing  source of i l l e g i b l e  o r  incomplete source documents p r i o r  

t o  input  preparat ion.  A record con t ro l  over t hese  r e j e c t e d  

documents should be maintained t o  assure  t h e i r  r e inpu t  o r  can- 

c e l l a t i o n ,  

Opezators of the  equipment f o r  input  prepara t ion  should be pro- 

-h ib i ted  from a l t e r i n g  d a t a  on source documents, They should a l s o  

be denied access  t o  computer programs. 

d. 

3.  Reversing e n t r i e s  

a. A system of  codes should be developed t o  i d e n t i f y  and ca tegor ize  

by reason each revers ing  en t ry  whether manually o r  computer 

i n i t i a t e d .  
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b. 

C O  

d. 

e. 

The identification number of the reversing entry should be the 

same as the original transaction or should be cross-referenced 

thereto. 

A l l  reversals should be accumulated and summarized periodically, 

and the summaries provided to management for quality control 

utilization. 

Reversals which affect data elements of interfacing systems 

should be properly controlled and promptly submitted to the af- 

fected systems, 

Documents prepared as the basis for reversals should provide 

sufficient justification and contain proper authorization. 

4. Management notices (exception reporting). 

a. A system of management review codes should be developed to 

identify those transactions which have been designated by manage- 

ment to warrant special review or attention. The number of items 

so coded should be held to a minimum to retain the effectiveness 

of the principle of exception reporting. 

b. A l l  transactions so coded should be suspensed by the computer 

and a notice output and forwarded to the appropriate management 

level for review. Uncleared suspense items should be thoroughly 

0 researched and delinquency data accumulated and summarized for 

review by higher management levels. 

c. For some transactions, preposting review may be required; in 

which case programmed controls should provide this insurance. 
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d. Adequate controls should be provided to insure that only 

authorized actions are possible to clear suspensed transactions. 

5.  Error corrections and rejects. 

a. All error corrections should be reviewed and approved by persons 

independent of the data processing department. 

A system of codes should be developed for error correction docu- 

ments which would categorize error corrections by cause and a 

code number should be assigned each such transaction. 

b. 

c. Details on error correction and rejected transactions should be 

separately accumulated and made available for use by management. 

d. Procedures should be established for periodic summarizations 

of errors and rejects by cause and for furnishing the summaries 

for management corrective action. 

e. Error corrections which affect data elements of interfacing 

systems should be properly controlled and promptly submitted 

to the affected system. 

f, Documents used for initiating error corrections should contain 

adequate justification and proper authorization. 

g. If computerized suspense control file is planned, procedures 

should be established to summarize delinquent transactions by 

source for purposes of research and review. 

A cross-reference file should be maintained to identify the error 

correction transaction with the original transaction, where ap- 

p licable e 

h. 
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. .  

6 .  Miscellaneous input  con t ro l  considerat ions.  

a. To reduce the  p o s s i b i l i t y  of e r r o r  a t  the  poin t  of o r i g i n ,  

s p e c i f i c  opera t ing  i n s t r u c t i o n s  should be planned and simple 

s tandardized forms should be designed and prenumbered o r  pre- 

coded as appl icable ,  

b. Spec i f i c  procedures f o r  t he  communication of  da t a  from the  

poin t  of o r i g i n  t o  t h e  d a t a  processing u n i t  should be planned, 

Applicable con t ro l s  over d a t a  movement such as batch con t ro l s ,  

t r ansac t ion  counts ,  turn-around documents, suspense f i l e s ,  e t c . ,  

should be considered. 

C. Procedures should be prescr ibed t o  preclude dup l i ca t e  pro- 

cess ing  o f  input  data .  

Processing 

1. General considerat ions.  

a, The d a t a  processing u n i t  should maintain a schedule of a n t i c i -  

pated input  and cont ro ls  should be e s t ab l i shed  t o  insure  t h a t  

some t ransmission is  received from a l l  scheduled input  sources.  

I f  t he re  i s  no input  from a source i n  a given time per iod,  the  

source should be required t o  t ransmit  a negat ive message. 

Procedures should be e s t ab l i shed  t o  insure  t h a t  a l l  input  i s  

processed t o  the  computer. 

A properly cont ro l led  l i b r a r y  should be planned f o r  t he  s torage  

of tapes ,  d i sks ,  e t c .  The l i b r a r y  should (1) provide l imi ted  

access ,  (2) maintain a ca t a log  and index of tapes  and d i sks  in-  

c luding blanks,  ( 4 )  provide f o r  maintenance of proper phys ica l  

be  

c. 
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condi t ions (temperature,  humidity, e t c . ) ,  (5) provide f o r  ade- 

quate s to rage  and con t ro l  of c l a s s i f i e d  d a t a  where appl icable .  

2. Programs 

a. Programmers, a n a l y s t s ,  system managersg opera tors ,  e t c . ,  should 

be denied uncontrol led access t o  program tapes  and d i sks ,  

b. Procedures should be e s t ab l i shed  t o  provide f o r  o f f - s i t e  s torage  

of dup l i ca t e  program tapes ,  d i sks ,  and/or source o r  ob jec t  decks. 

c. Plans should provide f o r  t he  program changes o r  modif icat ions to 

be documented and r e t a ined  f o r  management review and approval. 

d. Plans should provide f o r  the  console opera tor  t o ' b e  prohib i ted  

from modifying programs and t o  be denied access  t o  manual rec- 

ords  used t o  supplement o r  support  t h e  programs. 

3 .  E d i t  Routines 

Appropriate e d i t  rou t ines  should be included i n  t h e  system t o  d e t e c t  

d a t a  which a r e  inva l id ,  incompatible,  unreasonable,  i ncons i s t en t ,  o r  

incomplete. 

a. Some common e d i t i n g  funct ions are l i s t e d  below: 

Character  checks: Checks each cha rac t e r  f o r  numeric, 

a lphabet ic ,  o r  blank. 

F i e ld  checks: 

included i n  the  input  (mmpleteness)  and i s  i n  proper 

sequence wi th in  the  t ransac t ion .  

L i m i t  checks: Checks c e r t a i n  f i e l d s  wi th in  a t r ansac t ion  

t o  determine whether t he  d a t a  f a l l  wi th in  a prescr ibed 

range a 

Determines whether a l l  requi red  d a t a  i s  
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Val id i ty  checks: 

l i m i t s ,  s to red  information, o r  computer r e s u l t s .  

Sequence check: 

i n  proper sequence. 

Lagical  r e l a t ionsh ips  (or  consis tency):  t o  determine 

whether components of input  d a t a  have a l o g i c a l  r e l a t i o n -  

sh ip  among themselves o r  t o  a master f i l e .  

Reasonableness tests: To d e t e c t  gross  e r r o r s  i n  calcu-  

l a t i o n  o r  a balance which exceeds a predetermined l i m i t .  

Comparing: To check d a t a  f i e l d s  aga ins t  each o the r  t o  

prove the  accuracy of operat ions involving matching, merging, 

coding, balancing, reproducing, o r  record s e l e c t i o n  from 

the  f i l e .  

Satch checks: 

These could include: 

(a) 

(b) 

Checks c e r t a i n  f i e l d s  based on known 

To check t h a t  incoming d a t a  records are 

To determine completeness of input  batches.  

Record counts--number of records input .  

Control totals--summation of f i e l d s  conta in ing  

q u a n t i t a t i v e  da ta .  

(c)  Hash totals--summation of  f i e l d s  containing iden- 

t i f y i n g  numerical data .  

b. Data should pass  through a l l  appl icable  e d i t  rou t ines  p r i o r  t o  

r e j e c t i o n  and the  reject n o t i c e  should r e f l e c t  a l l  causes. I n  

any case, procedures should be e s t ab l i shed  t o  preclude the  con- 

s o l e  opera tor  from skipping an  e d i t  rout ine.  

. 

c. Er ror  co r rec t ions  and input  of r e j e c t e d  t r ansac t ions  should be 

subjec t  t o  the  same e d i t  rou t ines  as i n i t i a l  t ransac t ions .  
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d. L i s t ings  should be prepared f o r  management of a l l  e d i t s  which 

are performed on each type of t ransac t ion .  

e. Where computer l og ic  can c o r r e c t  an e r r o r  d i sc losed  by an e d i t  

rou t ine ,  a separa te  record o r  tape  should be made of the  cor- 

r ec  t ion. 

f. E d i t  rou t ines  should be compatible with t h e  requirements of 

i n t e r f a c i n g  systems. 

g. E d i t  rejects should be reported t o  the  o r i g i n a t i n g  source f o r  

i nves t iga t ion  and c o r r e c t i o n  as appl icable .  

4 ,  Processing runs. 

a, For updating of balances,  a comparison should be made by the  

computer of t he  i n i t i a l  balance p lus  the  cu r ren t  t r ansac t ion  

with t h e  a f t e r -pos t ing  balance. 

b. When tapes  are merged o r  so r t ed ,  con t ro l  t o t a l s  should be checked 

and t h e  new t o t a l s  recorded. 

c ,  Provis ion  should be made f o r  a computer h a l t  f o r  those cases 

which present  "impossible" s i t u a t i o n s  and i n  all cases  where 

e r r o r s  o r  exceptions occur,  management n o t i c e s  should be p r in t ed  

out  and the  record "flagged" accordingly.  

d,  For cases i n  which se l f -ba lanc ing  f i g u r e s  ( t o t a l s )  are included 

i n  processing ac t iv i t i e s ,  provis ions  should be made f o r  

checking balances a f t e r  each processing run. 
0 

e. Procedures should provide f o r  t he  accumulation on sepa ra t e  t ape  

of processing ac t ions  se l ec t ed  f o r  management review t o  f a c i l i -  

t a t e  p r in t ing .  



L 

f .  When t r ansac t ions  l o s e  t h e i r  input  i d e n t i f i c a t i o n ,  a new iden- 

t i f i c a t i o n  number should be developed and cross-referenced t o  

the  p r i o r  one. 

Control t o t a l s  o r  hash t o t a l s  should be assigned whenever neces- 

sa ry  t o  insure  aga ins t  the loss of d a t a  during processing. 

g. 

5. Suspense rout ines .  

a.  Suspense t r ansac t ions  should be assigned an iden t i fy ing  number 

t o  enable e f f e c t i v e  matching with subsequent input  and d a t a  when 

they are suspended. 

b. Summaries should be prepared f o r  overdue suspensed i t e m s .  

c. Processing aga ins t  suspense tapes should occur along with 

rout ine  proces s ing  . 
d. Procedures should be es tab l i shed  t o  prevent the c l e a r i n g  of 

suspensed t ransac t ions  by the  console operator .  

6 .  Programmed cont ro ls .  

a. 

b o  

C. 

Appropriate programmed con t ro l s  should be included i n  the  var ious 

processing rout ines  t o  avoid undetected e r r o r s  caused by (I) 

omissions o r  inaccuracies  i n  the  programs, ( 2 )  f a i l u r e  of t he  

console operator  t o  perform properly,  o r  ( 3 )  poss ib le  equipment 

malfunction. 

Necessary con t ro l  procedures should be adopted t o  insure  a g a i m t  

the  l o s s  of s tored  da ta .  

Control procedures should be provided t o  insure  aga ins t  the ac- 

cess ing  of wrong f i l e s  i n  producing output  products.  



d, Plans should be made f o r  programmed i n s t r u c t i o n s  t o  provide 

f o r  recording of  opera tor  ac t ions  which a f f e c t  i n  any way the  

d a t a  being processed. 

7 Equipment. 

a, The b u i l t - i n  con t ro l s  should be ascer ta ined  t o  determine t h a t  

they are not  dupl ica ted  by programed con t ro l s  bu t  are supple- 

mented by them. 

b. Plans should be made for providing opera tors  with e x p l i c i t  in-  

s t r u c t i o n s  (console run books) f o r  each computer run. 

8. Storage. 

a. Plans should provide f o r  minimum access f o r  records retrieval.  

b. Planned .procedures should provide for f i l e  recons t ruc t ion  i n  

case of emergency. 

Plans should provide f o r  s e c u r i t y  of  the  d a t a  files, c1 

output  

1. Transact ion r e g i s t e r s  should be required f o r  a l l  systems t ransac t ions .  

It i s  not  necessary,  however, f o r  these  r e g i s t e r s  t o  be i n  a "hard 

copy" medium, 

2. Routine output  products should be l imi ted  t o  the  products needed t o  

meet p a r t i c u l a r  requirements i n  accordance with the  design c r i te r ia .  

3 .  Provis ion should be made f o r  e r r o r  feedback from output r ec ip i en t s .  

4 .  Provis ion should be made f o r  con t ro l  over output d i s t r i b u t i o n .  

5. Programmed e d i t  rou t ines  of output  may be d e s i r a b l e  t o  t es t  the  

reasonableness of the  d a t a  o r  t o  make comparisons with independently 

maintained con t ro l  f igures .  
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Official Name of the System: 

CHECK LIST 

Description 

1. Does the design documentation include 

a statement of objectives €or the use 

of automation and the degree to which 

the system will be (is) automated? 

(Sec. 27.5, 6a(l)) 

2, Does the design documentation include 

an overall narrative description (over- 

view) of the automated portion of the 

s y s t em? 

a. Does the narrative describe the 

relationship of the automated por- 

Answer References 

tion of the accounting system with 

the other aspects of the system and 

the relationship of the system to 

the organizational structure, missions, 

functions, financial management needs, 

and the agencies total management in- 

format ion sy s t ems? 

b. Does the narrative describe the re- 

sources used for development and 

implementation (contractor, in-house, 

etc.)? 
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Answer References 

3.  

C. 

d. 

Does the narrative identify and 

describe any records produced 

which come under the provisions 

of the Privacy Act of 1974? 

Does the narrative identify the 

major types of inputs, their source 

and the appropriate volumes? 

(Sec. 27.5, 6a(2)) 

Does the design documentation include 

a flowchart of the general flow of 

information through the ADP .System? 

a. Is the flowchart tied in with 

overall narrative descriptions? 

b. Does the flowchart tie in with 

the general charts depicting the 

major accounting processes? 

c. Does the flowchart depict all 

segments of the system and show 

their interrelationships? 

d. Does the flowchart depict the 

major categories of inputs and 

outputs and indicate the general 

data flow? 



Answer References 

e. Does the  flowchart  dep ic t  the  

i n t e r f a c i n g  r e l a t ionsh ips  with 

o the r  systems? (Sec. 2 7 . 5 ,  6a(2) )  

4 .  Does the design documentation include a 

desc r ip t ion  of  the  equipment configura- 

t i o n  t h a t  w i l l  be ( i s )  used? 

a. Does the  desc r ip t ion  spec i fy  the  

c a p a b i l i t i e s  and l i m i t a t i o n s  of 

the  equipment t o  handle t h e  pro- 

cess ing  of d a t a  f o r  t he  system? 

b. I s  the  software (opera t ing  system, 

DBMS, general ized r e t r i e v a l / a p p l i -  

ca t ion  packages, d a t a  communications, 

e t c . )  which i s  planned f o r  use (used) 

with the  system iden t i f i ed?  

c. I s  (a re)  the  computer language(s) 

t h a t  w i l l  be (is/are) used i n  pro- 

gramming the  processing operat ions 

s t a t ed?  (Sec. 2 7 . 5 ,  6a(3))  

Systems Logic 

1. Does the design documentation include 

flowcharts showing the  l o g i c a l  d a t a  

flow and the  sequence of operat ions ( t o  

be) performed by each computer process 

(run o r  j o b ) ?  (Sec. 27,5, 6 b ( l ) )  
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2. 

3 .  

4 .  

Does the design documentation include 

a n a r r a t i v e  desc r ip t ion  of each major 

computer program t h a t  t ies i n  with the  

f lowcharts  i n  1 above? (Sec. 27.5, 

6b(2)) 

Does t h e  design documentation include 

f o r  each process  a desc r ip t ion  of pro- 

cess ing  frequencies  and the  r e l a t i o n -  

sh ip  t o  cut-off da t e s  ( f o r  input  

submission) and r e s u l t i n g  r epor t s  oi: 

o the r  output  products? (Sec. 27.5, 6b(2))  ’ 

Do the  f i l e  and record desc r ip t ions  : 

I d e n t i f y  a l l  inputs  and outputs  

and de f ine  t h e i r  uses, s p e c i f i -  

c a t i o n s ,  conten ts ,  formats,  and 

o the r  c h a r a c t e r i s t i c s  as appl icable  

( layouts  c h a r t s ,  l i s t i n g s )  i n -  

c luding the  media (punched card ,  

magnetic t a p e ,  e tc . )  used ( o r  

planned) ? 

a. 

b .  I d e n t i f y  f o r  each f i l e  the format, 

conten ts ,  and blocking f ac to r?  

. a  

Answer References 

(Sec. 27 .5 ,  6b(3)) 



Answer References 

Internal Controls 

1. Does the design documentation provide a 

descripltion of input controls including: 

a. 

b. 

C. 

d. 

e. 

f. 

8. 

Controls over the submission of  

source documents where applicable? 

Controls over data communications 

to assure accuracy and completeness? 

Controls used for identification 

of individual transactions? 

Controls'to restrict access to re- 

mote input devices? 

Controls over preparation or tran- 

scription of machine-readable media? 

Controls over movement of and access 

to machine-readable media? 

Types, purposes and criteria of edit 

and other validation routines? 

(Sec. 27.5, 6b ( 4 )  (a)) 

2. Does the design documentation provide a 

description of controls over rejected 

and erroneous transactions including: 

a. Suspense records maintained t o  as- 

sure reentry or cancellation of 

previously rejected transactions? 
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Answer References 

b. 

C. 

d. 

e. 

The media used f o r  con t ro l l i ng  

r e j ec t ed  t r ansac t ions  and e r r o r  

c o r r e c t  ions? 

Procedures f o r  reviewing and 

approving e r r o r  cor rec t ions?  

Ed i t ing  and v a l i d a t i o n  c r i t e r i a  

f o r  r een t ry  o f  cor rec ted  t rans-  

act ions? 

Action requi red  t o  c l e a r  o r  purge 

r e j e c t  o r  e r r o r  con t ro l  f i l e ?  

(Sec. 2 7 . 5 ,  6b(4 )  ( a ) )  

3 .  Does the  design documentation provide a 

desc r ip t ion  of the  processing con t ro l s  

inc  lud ing  : 

a. 

b, 

C. 

d o  

The recording and checking of con- 

t r o l  t o t a l s ,  hash t o t a l s ,  record 

counts ,  e tc .?  

Controls  over t r a n s f e r  of d a t a  

from one medium t o  another? 

Procedures f o r  res ta r t ,  recovery and 

recons t ruc t ion  i n  case of processing 

in t e r rup t ions  o r  temporary shut  

down? 

Controls  over the use of manual 

i n t e rven t ion  i n  the  processing 

operat ions? (Sec. 2 7 . 5 ,  6 b ( 4 ) ( b ) )  
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Answer References 

4. Does the design documentation provide 

a description of error/reject listings 

and management notices produced and 

the procedures for handling them? 

(Sec. 27.5, 6b(4) (b)) 

5 .  Does the design documentation provide 

a description of the environmental 

controls including: 

a. Separation of duties and functional 

responsibilities of ADP'personnel? 

b. Safeguarding computer programs and 

program documentation? 

c. Control of access to data files and 

records? 

d. Plans for back-up or emergency 

operat ion? 

e. Plans for reconstruction of the 

data files in case of catastrophe? 

f. Plans for alternate site storage 

of programs to assure continuity 

of operations? (Sec. 27.5, 6b(4) 

(b) and (c)) 
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. .  
- .  

Answer References 

6. Does the design documentation provide 

a description of procedures for 

authorization and approval of program 

changes or modifications, including 

testing, distribution and implemen- 

tation? (Sec. 2 7 . 5 ,  6b(4) (b)) 

7 .  Does the design documentation provide a 

description of the controls over output 

products including: 

a. Procedures for reconciling pre- 

determined totals and processing 

totals? 

b. Controls over product distribution? 

(Sec. 27.5 ,  6 b ( 4 )  (d) )  

Audit Trails 

1. Does the design documentation include 

a description of the means to: 

a. Trace any transaction forward to 

a final total? 

b. Trace any transaction back to the 

original source document? 

c. Trace any final total back to 

component transactions? 

(Sec. 27 .5 ,  6b(5) 



. 
, 

Answer References 

2. Does the  design documentation provide: 

a. A h i s t o r i c a l  record (machine- 

readable  o r  hard copy) of t rans-  

ac t ion  a c t i v i t y ?  

b. A da ta  r e t e n t i o n  schedule? 

(Sec. 27.5, 6b(5)) 

3. Does the  design documentation descr ibe  

the  c a p a b i l i t y  t o :  

a. 

b. Provide f o r  t he  in t e r roga t ion  of 

P r e p a r e  s p e c i a l  l i s t i n g s  a s  required? 

every d a t a  element? 

A per iodic  p r i n t o u t  of  a t r i a l  

balance o f  t he  computer-based 

general  ledger  and subs id ia ry  

ledgers? (Sec. 27.5, 6b(5)) 

c .  

4 .  Dses the  design documentation r equ i r e  

t r ansac t ions  t o  be entered i n t o  the sys- 

t e m  only once f o r  a l l  processing and 

repor t ing?  (Sec, 27.5, 6b(5)) 

5. Does the  design documentation descr ibe  

the  ex ten t  t o  which the  i n t e r n a l  audi- 

t o r s  are being (were) consulted during 

the  design phase? (Sec. 27.5, 7c) 
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Answer References 

6. Does the design documentation provide 

a statement of the audit approach (to 

be) used in the ADP environment in- 

c luding : 

a. The frequency and methods (to be) 

used by internal auditors? 

b. The identification o f  specially 

prepared o r  general audit programs 

or packages? (Sec. 27.5, 7c) 

Implementation Plans 

1. Does the design documentation provide 

a plan f o r  the proposed conversion pro- 

cess, including: (not applicable to 

designs that have been implemented) 

a. Plans for training personnel under 

20 

the new system? 

b. A tentative schedule for implemen- 

tation of major segments of the 

system? (Sec, 27.5, 8a) 

Does the design documentation include a 

description of any significant reviskons 

to be made which might affect system 

approval and the target dates for imple- 

mentation of these revisions? 

(Sec.  27.5, 8a)  
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Ans we r Re f e r  enc e s 

3.  Does the  design documentation include a 

desc r ip t ion  of the  planned methods f o r  

t e s t i n g  the  log ic  and r e l i a b i l i t y  of  

the system? 

t h a t  have been implemented.) 

(Sec. 2 7 . 5 ,  8b) 

(Not appl icable  t o  designs 

-I--- A c c o u n t i n ~ e c i f i c a t i m g  

1. Does the  design documentation descr ibe  

how t h e  e s t ab l i shed  t r ansac t ion  codes 

w i l l  r e s u l t  i n  each t r ansac t ion  being 

recorded i n  the  appropr ia te  general  

l edger  and subs id ia ry  accounts i n  

accordance with the  accounting 

spec i f  i c a t  ions? 

2. Does the  design documentation descr ibe  

management r epor t s  designed t o  pro- 

v ide  adminis t ra t ive  con t ro l  of funds? 

3. Does the  design documsntation descr ibe  

the  r epor t s  produced from the  auto- 

mated general  ledger? 

- 27 - 



APPENDIX 

AUTOMATED F"CT IONS 

Following is a comprehensive listing of traditional functions and 

products of Fedehal agency accounting systems. 

in the space provided, those which will be (are) performed/produced by 

the automated system. 

Identify, by checking 

1. 

2 .  

3 .  

4 .  

5 .  

6 .  

7 .  

8. 

9. 

General ledger 

Accounts receivable analysis 

Invoice billing and customer 

Merchandise inventory analysis 

Fixed asset analysis 

a. Buildings, improvements, 

and leaseholds 

b. Machinery and equipment 

c. Office furniture and 

equipment 

Depreciation 

Journal entries 

Accounts payable 

Payroll and leave 

a. Timekeeping 

b. Payroll checks and 

register 

c0 FOH~S W-2 

d. FICA report 

e. State unemployment reports 



APPENDIX 

10. Sales analysis 

11. Cost analysis 

12. Budget analysis 

a. 

b. 

C. 

a. 

e. 

f. 

g. 

h. 

Appropriations 

Contract authority 

Limitations 

Apportionments 

Reimbursements 

Obligations 

Accrued expenditures 

Disbursements * 

13. Financial statements 

a. Balance sheet 

b. Statement of income and 

expense 

I--- 

c. Status of funds statement 
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